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DISCLAIMER
The Security Risk Assessment Tool at HealthlT.gov is provided for
informational purposes only. Use of this tool is neither required by nor guarantees compliance with
federal, state or local laws. Please note that the information presented may not debleppli
appropriate for all health care providers and professionals. The Security Risk Assessment Tool is not intended to be a
exhaustive or definitive source on safeguarding health information from privacy and security risks. For more information
aboutthe HIPAA Privacy and Security Rules, please visit the HHS Office for Civil Rights (OCR) Health Information

Privacy website atvww.hhs.gov/ocr/privacy/hipaa/understanding/intiéxl

NOTE: The NIST Standards provided in this tool are for informational purposes only as they may reflect current besirpnaftiicestion technology and are not
required for compliance with the HI mhtaad riSkenanageinanty ThR todl is Bosintended ta senvecaslegaltadvicef ooas
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WHAT’S NEW IN VERSION 3.2

SRA Tool version 3.2 includes a variety of new enhancements and bug fixes based on user feedback from previous
versions.

New features and updates to SRA Tool Version 3.2 include:

Flexible section navigation

Improved Ul scaling

Risk Report export

Section Summary export

Addition of “Details” field to each question

Preventative measures for file corruption/file recovery system
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“Save As” functionality
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BACKGROUND

Welcome to the Security Risk Assessment Tool 3.2 (SRA Tool), designed to help covered entities and business
associates that handle patient information to identify and assess risks and vulnerabilities to the confidentiality,
integrity, and availability of protected health information (PHI) in their environment. The HIPAA Security Rule
requires health care providers, health plans and business associates to conduct risk analyses and implement
technical, physical and administrative safeguards to protect Electronic Protected Health Information (ePHI). The
Office for the National Coordinator for Health IT worked together with the Office for Civil Rights, which
enforces the HIPAA Security Rule, to develop this tool to assist providers and business associates with meeting
their responsibility to protect ePHI.

The tool is designed to help small to medium sized covered entities and business associates conduct and
document risk assessments as part of their security management process, although healthcare providers of any
size may use it. Through use of the SRA tool organizations can assess and document the information security risks
to ePHI in their organizations.

We hope you find this tool helpful as you work towards improving the privacy protections and security of your
organization and its compliance with the HIPAA Security Rule’s risk analysis requirement. Please remember that
this is only a tool to assist an organization with its review and documentation of its risk assessment, and therefore
it is only as useful as the work that goes into performing and recording the risk assessment process. Once you
have assessed your security risks using the tool, you may need to take appropriate steps to remediate any areas
found wanting. Use of this tool does not mean that your organization is compliant with the HIPAA Security Rule
or other federal, state or local laws and regulations. It does, however, help you comply with the HIPAA Security
Rule requirement to conduct periodic security risk assessments.

SRA Tool Overview

Note: The SRA Tool runs on your computer. It does not transmit information to the Department of Health and
Human Services, The Office of the National Coordinator for Health IT, or The Office for Civil Rights.

The SRA tool is hosted on ONC’s website HealthIT.gov. The SRA tool is a Windows based application that can be
installed locally on an end user’s computer. With a wizard-based workflow and section summary reporting, end
users receive feedback and progress indicators as they work through the security risk assessment for their
organization. It contains functionality to support multiple user accounts and a collaborative file sharing feature. In
addition, it allows organizations to track assets, current encryption levels for assets, business associates, and
associated satisfactory assurances or risks pertaining those businesses. All user entered data is saved locally in a
secure format (only accessible for decryption by the SRA Tool application).

The SRA Tool is a software application available for download from the ONC’s HealthIT.gov website. It is available
at no cost and can be used with Windows 7/8/9/10 operating systems. The SRA Tool installs to the Program Files
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directory [Administrator privileges are required to install]. Legacy (SRA Tool 2.0) versions are also available for
download. The legacy iOS SRA Tool application for iPad can be downloaded from the Apple App Store.

What to expect with the SRA tool

The SRA Tool guides covered entities and business associates through a series of questions based on the standards
and implementation specifications identified in the HIPAA Security Rule and covers basic security practices,
security failures, risk management, and personnel issues. There are currently 7 sections of content covering these
areas:

1 Section 1: Security Risk Assessment (SRA) Basics (security management process)

1 Section 2: Security Policies, Procedures, & Documentation (defining policies & procedures)
1 Section 3: Security & Your Workforce (defining/managing access to systems and workforce training)
1 Section 4: Security & Your Data (technical security procedures)

1 Section 5:
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